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Invoice management, the basis of tax, is the most important method to monitor 
the taxpayers’ business. In the traditional invoice management mode, the data cannot 
be updated. Tax authority cannot effectively monitor the taxpayers’ use of invoices. 
Meanwhile, invoice anti-counterfeiting measures are monotonous, which leads to the 
deluge of false invoices as well as severe tax losses. In order to thoroughly solve the 
problems mentioned above, network invoice system, emerging as the times require, 
has become an important academic issue of information construction in tax. Network 
invoice system makes full use of the Internet information technology and applies real 
time billing system supported by online data transmission technology for the real-time 
supervision of invoice receiving, purchasing, billing, inquiry, and data applications. 
The system features online billing, digital security, comprehensive monitoring, and 
convenient inspection.  
Local tax invoice system network of Gansu is based on the Internet, thus facing 
some potential safety hazards like difficulties in identity verification of users, poor 
confidentiality of online information and its vulnerability caused by malicious 
tampering, and users’ denial of their network behavior. Effective and reliable 
measures must be taken to solve the problems. 
This dissertation deeply analyzes the possible threats of the system, searches for 
the security problems the system faces, puts forward the performance requirements 
and safety requirements, elaborates the design thought of network invoice system and 
general framework of the system technology, and gives a Security Strategy Design, in 
combination with information security technology, for the network invoice system  
in reference to network security, data link security, application security and data 
security, and describes some key points. Currently, local tax invoice system network 
of Gansu has been applied in Lanzhou city and will be gradually expanded to the 
whole province. The operation of the system shows that these safety strategies ensure 
















the expectations of the function. 
 










































目   录 
 
第一章  绪 论 ........................................................................................................................ 1 
1.1  研究背景及意义 ................................................................................................................ 1 
1.2  选题的背景及国内研究现状 ......................................................................................... 1 
1.3  主要研究内容 ..................................................................................................................... 3 
1.4  论文章节安排 ..................................................................................................................... 3 
第二章 关键理论与技术 .................................................................................................. 5 
2.1  信息安全原理 ..................................................................................................................... 5 
2.2  密码技术 .............................................................................................................................. 6 
2.2.1  对称密码技术 .......................................................................................................... 6 
2.2.2  非对称加密技术 ..................................................................................................... 7 
2.2.3  消息摘要 ................................................................................................................... 7 
2.3 公钥基础设施 PKI 技术 .................................................................................................... 7 
2.4 身份认证 ................................................................................................................................ 8 
2.5  访问控制技术 ..................................................................................................................... 9 
2.6  虚拟专用网 VPN 技术 ................................................................................................. 11 
2.6.1 IPSec VPN .................................................................................................................. 11 
2.6.2 SSL VPN .................................................................................................................... 11 
2.7  防火墙技术 ....................................................................................................................... 12 
2.8  本章小结 ............................................................................................................................ 14 
第三章  安全性需求分析 .............................................................................................. 15 
3.1  系统面临的威胁分析 ..................................................................................................... 15 
3.2  系统面临主要问题 .......................................................................................................... 18 
3.3  网络发票系统性能技术需求 ....................................................................................... 19 
3.3.1 软件平台需求 .......................................................................................................... 19 
3.3.2 性能与容量 .............................................................................................................. 20 
















第四章  系统总体设计 ................................................................................................... 27 
4.1  系统设计思想 ................................................................................................................... 27 
4.2  系统总体网络架构 .......................................................................................................... 28 
4.3  系统总体技术架构 .......................................................................................................... 29 
4.3.1  表示层 ..................................................................................................................... 30 
4.3.2  业务逻辑层 ............................................................................................................ 31 
4.3.3  数据层 ..................................................................................................................... 33 
4.4  系统功能概述 ................................................................................................................... 33 
4.4.1  系统总体流程 ........................................................................................................ 34 
4.4.2  网络发票闭环管理............................................................................................... 35 
4.4.3  发票开具 ................................................................................................................. 36 
4.4.4  业务管理 ................................................................................................................. 37 
4.4.5  数据应用 ................................................................................................................. 37 
4.4.6  发票查验 ................................................................................................................. 39 
4.5  本章小结 ............................................................................................................................ 40 
第五章  网络发票系统安全性设计......................................................................... 41 
5.1  网络安全性设计 .............................................................................................................. 41 
5.1.1  防火墙安全性设计............................................................................................... 41 
5.1.2  构建 DMZ 区 ......................................................................................................... 42 
5.2  数据链路安全性设计 ..................................................................................................... 42 
5.2.1  SSL VPN 专用安全网络接入 ............................................................................ 42 
5.2.2  负载均衡系统 ........................................................................................................ 44 
5.3  应用安全设计 ................................................................................................................... 44 
5.3.1  标准规范设计 ........................................................................................................ 44 
5.3.2  访问控制 ................................................................................................................. 47 
5.3.3  身份认证 ................................................................................................................. 49 
5.3.4  离线开票安全性设计 .......................................................................................... 49 
5.3.5  发票安全性设计 ................................................................................................... 50 
















5.5  本章小结 ............................................................................................................................ 52 
第六章  网络发票系统的安全性实现 ................................................................... 54 
6.1  系统安全性实现架构 ..................................................................................................... 54 
6.2  开票系统安全实现 .......................................................................................................... 55 
6.2.1  在线开票模块安全实现 ..................................................................................... 55 
6.2.2  离线开票模块安全实现 ..................................................................................... 56 
6.3 发票应用支撑层安全实现 .............................................................................................. 58 
6.3.1  票面防伪模块实现............................................................................................... 58 
6.3.2  验证机制模块实现............................................................................................... 62 
6.4 安全支撑层实现 ................................................................................................................ 63 
6.4.1  智能 KEY 介质 ..................................................................................................... 63 
6.4.2  数字证书 ................................................................................................................. 64 
6.5 密码服务层安全性实现 ................................................................................................... 64 
6.5.1  证书接口 ................................................................................................................. 64 
6.5.2  密码接口 ................................................................................................................. 65 
6.5.3  设备管理接口 ........................................................................................................ 65 
6.6 本章小结 .............................................................................................................................. 66 
第七章 总结与展望 ........................................................................................................... 67 
7.1  总  结 ................................................................................................................................ 67 
7.2  展  望 ................................................................................................................................ 68 
参考文献 ................................................................................................................................... 69 



















Chapter 1  Introduction .................................................................................................. 1 
1.1  Background And Significance ...................................................................................... 1 
1.2  Invoice System Resarch Status ..................................................................................... 1 
1.3  Major Research Work ..................................................................................................... 3 
1.4  Organizational Structure Of The Thesis ................................................................... 3 
Chapter 2  The Key Theory And Technique ...................................................... 5 
2.1  Principles Of Information Security ............................................................................ 5 
2.2  Cryptography Technology ............................................................................................. 6 
2.2.1  Symmetric Cryptography ....................................................................................... 6 
2.2.2  Asymmetric Cryptography .................................................................................... 7 
2.2.3  Message Digest ........................................................................................................ 7 
2.3  Public Key Infrastructure .............................................................................................. 7 
2.4  Identity Authentication ................................................................................................... 8 
2.5  Access Control Technology ............................................................................................ 9 
2.6  Virtual Network Technology ....................................................................................... 11 
2.6.1  IPSec VPN .............................................................................................................. 11 
2.6.2  SSL VPN ................................................................................................................. 11 
2.7  Firewall Technology ....................................................................................................... 12 
2.8  Summary ........................................................................................................................... 14 
Chapter 3  Security Requirment Analysis ......................................................... 15 
3.1  System Faces Threats Analysis ................................................................................... 15 
3.2  System Faces Security Problems ............................................................................... 18 
3.3  System Technical Requirements ................................................................................ 19 
3.3.1 Software Platform Requirements .......................................................................... 19 
3.3.2 Performance And Capacity ..................................................................................... 20 
3.4  Summary ........................................................................................................................... 26 
















4.1  Principles Of System Design ....................................................................................... 27 
4.2  System Network Architecture ..................................................................................... 28 
4.3  System Technology Architecture ................................................................................ 29 
4.3.1  presentation Layer ................................................................................................. 30 
4.3.2  Business Logic Layer ........................................................................................... 31 
4.3.3  Data Layer ............................................................................................................... 33 
4.4  System Function Introduction .................................................................................... 33 
4.4.1  System Process ...................................................................................................... 34 
4.4.2  Invoice Management ............................................................................................ 35 
4.4.3  Online Invoicing .................................................................................................... 36 
4.4.4  Invoice Management ............................................................................................ 37 
4.4.5  Data Application .................................................................................................... 37 
4.4.6  Invoice Query And Verification .......................................................................... 39 
4.5 Summary .............................................................................................................................. 40 
Chapter 5  Net Invoice System Security Design ............................................ 41 
5.1  Network Security Design .............................................................................................. 41 
5.1.1  Firewall Security Design ..................................................................................... 41 
5.1.2  Construction Of DMZ Area................................................................................. 42 
5.2  Data Link Security Design ........................................................................................... 42 
5.2.1  SSL VPN Security Network Access .................................................................. 42 
5.2.2  Load Balancing System ....................................................................................... 44 
5.3  Application Of Security Design .................................................................................. 44 
5.3.1  Standard Design ..................................................................................................... 44 
5.3.2  Access Control ....................................................................................................... 47 
5.3.3  Identity Authentication ......................................................................................... 49 
5.3.4  Safety Design Of Offline Billing ....................................................................... 49 
5.3.5  Invoice Security Design ....................................................................................... 50 
5.4  Data Storage And Management Strategy ................................................................ 52 
















Chapter 6  Invoice System Security Implementation ................................. 54 
6.1  System Security Architecture...................................................................................... 54 
6.2  Billing System Security Implementation ................................................................. 55 
6.2.1  Online Billing Security Implementation........................................................... 55 
6.2.2  Offline Billing Security Implementation .......................................................... 56 
6.3  Invoice Application Layer Security Implementation .......................................... 58 
6.3.1 Invoice Anti-counterfeit Implementation ............................................................. 58 
6.3.2 Invoice Validation Implementation ....................................................................... 62 
6.4  Safety Support Layer .................................................................................................... 63 
6.4.1 Intelligent KEY Medium ......................................................................................... 63 
6.4.2 Digital Certificate Implementation ....................................................................... 64 
6.5  Cryptographic Services Layer Security Implementation .................................. 64 
6.5.1 Certificate Interface .................................................................................................. 64 
6.5.2 Cryptographic Interface ........................................................................................... 65 
6.5.3 Equipment Management Interface ........................................................................ 65 
6.6  Summary ........................................................................................................................... 66 
Chapter 7  Conclusions and Future Works ...................................................... 67 
7.1  Conclusions ....................................................................................................................... 67 
7.2  Future Works ................................................................................................................... 68 


















第一章  绪 论 
















































































































































Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
